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ldentities

What are they?
Why do we need them?

Is there an ID craze now? Is it a craze?

Why?
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Stated Purpose of UID

Purpose:

To CREATE A UNIQUE IDENTITY NUMBER FOR
EVERY RESIDENT IN INDIA

\\, (See — UIDAI website UIDAI Strategic Overview)

|
[https://uidai.gov.in/UID_PDF/Front_Page Arti
cles/Documents/Strategy Overveiw-001.pdf]
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https://uidai.gov.in/UID_PDF/Front_Page_Articles/Documents/Strategy_Overveiw-001.pdf

Stated Rationale of UID - 1

“In India, an inability to prove identity is one of
the biggest barriers preventing the poor from
accessing benefits and subsidies.”

“--- there remains no nationally accepted,
verified identity number that both residents
and agencies can use with ease and
confidence.”
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Stated Rationale of UID - 2

“The purpose of the UIDAI is to issue a unique
identification number (UID) to all Indian
residents that is (a) robust enough to eliminate
duplicate and fake identities, and (b) can be
verified and authenticated in an easy, cost-
effective way”

Monday, August 1, 2016 The Fifth Estate

«\\)ﬁ"«m—f’\'\z« 6
(O whe Fifth Estate



Questions on UID

Let’s ask and answer some questions to
understand the UID hoax
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Questions - 1

1. How are subsidies —in LPG, in PDS etc.
stolen?

2. Why is it the theft of subsidies is called —
“Leakages”?

3. How would DBT prevent the stealing of
subsidies?

4. Why do you need UID / "Aadhaar" for DBT?
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Questions - 2

5. What is the real purpose of UID / "Aadhaar"? Is
it for the poor?

6. What are the capabilities and limitations of
biometric IDs?

7. What are the dangers of “centralised”
databases?

8. Is it better to have a single ID NUMBER for ALL
purposes linked to ALL databases or different
IDs for different purposes?
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Questions - 3

9. From a cyber security point of view, does it
make sense to link ALL the records of the
Nation’s databases through a single index
number for each record?

10.How could theft of subsidies be prevented?

11.What are the dangers of your personal UID /
"Aadhaar" data falling into someone else’s
hands? Is it likely?

12.What is UIDAI hiding from the public in deceit?
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Our Nation’s Sense of Security

Now let’s see the sense of security our Nation
has and how UIDAI has fooled many and is
\\ perhaps, associated in some way with foreign
~ entities

Is there any other explanation for what UIDAI is
doing?
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- Modi with Apple CEO & Apple App

Monday, August 1, 2016 The Fifth Estate

(L 7)) The Fifth Estate



NSA Agreements with US IT Cos

108 GLENN GREENWALD
rate partners is one of the most closely guarded secrets in t;lel NEA; 'al';l:
ini 7 to those code names are vigilantly safe-
documents containing the key to t ; O
able to obtain many of them.
arded by the agency and Snowden was un i ;
ill:)nedleleyss, his revelations did unmask some of the c(:imgm;\lesp g&;ﬁd
i i sly, his archive included the
erating with the NSA. Most famour
docur:ents, which detailed secret agreements between the I;IS!(: andl:lf £
world's largest Internet companies—Facebook, Yahoo!, Apple, ¢ thoogccess
as well as extensive efforts by Microsoft to provide the agency with a
icati h as Outlook.
to its communications platforms suc!
' lUn].ike BLARNEY, FAIRVIEW, OAKSTAR, and STORM:}FI;W,
which entail tapping into fiber-optic cables and ot:lel: ;Iosrhr;xsal clyo “l:: ::e
3 ’ i in NSA parlance),
tructure (“upstream” surveillance, in ; / ¢
:\ISA to collect data directly from the servers of nine of the biggest Inter

net companies:

T T T ———
Gl YaHOO! @
assne FAAT02 Operations

Two Types of Collection

Upstream
+ Collection of mmumwﬁwm p!::rubm
and Infrastructure as data ; .

S.
« Collection directly from the servers of these U.

gwlcn l;‘rwm:{. Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube
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‘The companies listed on the PRISM slide denied allowing the NSA
unlimited access to their servers. Facebook and Google, for instance,
claimed that they only give the NSA information for which the agency
has a warrant, and tried to depict PRISM as little more than a trivial
technical detail: a slightly upgraded delivery system whereby the NSA
receives data in a “lockbox” that the companies are legally compelled to
provide,

But their argument is belied by numerous points. For one, we know
that Yahoo! vigorously fought in court against the NSA’ efforts to force
it to join PRISM—an unlikely effort if the program were simply a trivial
change to a delivery system. (Yahoo!’s claims were rejected by the FISA
court, and the company was ordered to participate in PRISM.) Second,
the Washington Post’s Bart Gellman, after receiving heavy criticism for
“overstating” the impact of PRISM, reinvestigated the program and con-
lirmed that he stood by the Post’s central claim: “From their workstations
anywhere in the world, government employees cleared for PRISM access
may ‘task’ the system”—that is, run a search—"and receive results from
an Internet company without further interaction with the company’s
staff”

‘Third, the Internet companies’ denials were phrased in evasive and
legalistic fashion, often obfuscating more than clarifying. For instance,
lacebook claimed not to provide “direct access;” while Google denied
having created a “back door” for the NSA. But as Chris Soghoian, the
ACLUSs tech expert, told Foreign Policy, these were highly technical terms
olart denoting very specific means to getatinformation. The companies
ultimately did not deny that they had worked with the NSA to setup a
“ystem through which the agency could directly access their customers’
ata,

l'inally, the NSA itself has repeatedly hailed PRISM for its unique
tollection capabilities and noted that the program has been vital for in-
{Itaving surveillance. One NSA slide details PRISM’s special surveillance

wers:

WM £y
R \3 I"

o

N\ 13
%.Oé The Fitth Estate



" Clause 3.1 Annexure ‘B” Ul
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Escrow

"Upon UHYs wrikien roguest, amd BUTRUANL e 2 metuatly-arrecable, industry-standard
esemwe agreemont, from the tima of coinmencement of the conlract for a period up tn
2 years after expiry of contract, Siometric Sulution Provider shsl] plaer i1 escrow; o
tupy of the source cade for tha Soffware, consiating of o full source language statement
of the program ar programs comprising the Software, in o formy caitabla for
repeduction and use by computer: complete progrmm maintenance docunienration,
including all wechnical manuals, release noles; andd afl elher material noces=any toaflow
a reasonably s

lfed proagrormaer oF anulyst to undrrstand, maintain, madid and

enlunee the Sulflears withoul Blarmetric Solutiun Provider s szsiskance or mefo

=R ]
any other materials. The escrow agzrecment shall, at = minirnum, provide for celasse ot
ihe source gode o WD i Lhe event Bismernic Solulion Frovider cowses o do business
AS &N onpeing concern or in the evenl of breach of eontract by the Siomelric RIIEE T
Provider. Kigmaetric Sniutuns Provider anall be responsible fur all [ces ot the EICommay
agenl"

Privacy of data

It enurse of Lhe Agresment, the Bioreetric Salution Precider may wollers, yse, transfor,
stora or athursise proccss foallec by, “process"d inforrmation that PEMAIN: to spacific
widlividuzls ard can be linked 0 them {"pessanal data”). Bicmetnc Solution Provider
wairants that ic shall process al personal deata in accordance with spplicable law asd
regulution. Bigmutric Selution Provider furkher wamaats thar it shell prodess such
parsonal infomation anly for the purpuses of thiz Agrecrent, 2nd shall nol use or
disrlose such intermation, ot cowise persusnt ta perposas of the Agreemens

Right for security clearance

UD may cxecute hackground checks on any or all crpioyess of Lhe Riomictric Snfulion
Frovider whe sre assigned to work on the profuct, Such Backgraved chgcks wiil inclode
drag screening and checks tar enminal acbiviby, credit history ciierks, and choecks on
aualilfeetions, suilebility and capedencn of Riormcelc Solution Provicders crmployess
petone andfor during their assignmens to tha project under iz Agreement.

Dpening of registered uffice in fadia

The Rlormetric Solution Provider should bave 4 affice in Inria in Lhe Fary
ol
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Clause 3.1 Annexure ‘B’ UIDAI’s
Contract with L1

--- the Biometric Solution Provider may collect,
use, transfer, store or otherwise process
(collectively, “Process”) information that
pertains to specific individuals and can be
linked to them (personal data)
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UIDAI Contractor — L 1’s Directors

News Detail X | Video | Headlines Tod= % | M Aadhar - a threatto 90 © X | & ID SC Doc Evidence - X Gj My Library X E) L 1 Directors in Presentz X Mathew; = X
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L-1’s Team of Industry Experts

« Professional management team led by Bob LaPenta, Chairman and CEO
« Dr. Joseph Atick — founder of Visionics and well know biometric technology leader

« Joseph Paresi — founder of L-3 Security& Detection Systems and co-founder of L-1
Investment Partners

« Board of Directors who have solved the world’s toughest security challenges
Louis Freeh, former director of the FBI
George Tenet, former Director of the CIA

Admiral James Loy, former Deputy Secretary of the Department of Homeland
Security, TSA Administrator and Commandant of the US Coast Guard

Robert Gelbard, former Assistant Secretary of State and US Ambassador

Buddy Beck, founder of Trans Digital Technology and member of the US
Defense Science Board (DSB)
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Questions — 4

13.What could foreign entities do if they had
access to ALL of UID / "Aadhaar" data?

14.What would you do if you knew that foreigners
nave ALL of UID / "Aadhaar" data?

\ 15.How would you like to work to prevent the UID
Hoax from doing more damage to ALL of us and
the Nation?

16.Can UID / "Aadhaar" be used for National
security?
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What should
we do?

The Fifth Estate
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Optlons

Wait & Watch
Do nothing

3. Campaign against
UiD

b
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How to Campaign

e Familiarize yourself with
UID

about it
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How to Campaigh - 2

e Use every opportunity to
create awareness

e Write letters to
newspapers

2 5 't 7
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How to Campaign

e \Write to your MP & MLA

e Write to those who ask
you for UID

) The Fifth Estate
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How to Campaign - 4

* Talk to explain evils
of UID

* Prepare flyers &
leaflets &
distribute

* Ask organizations
to take up issue

\

e.g. — Staff
Association
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- Summary -1

* UID — Biometric IDs are NOT Unique across
large populations
— Cannot be used for social programs

* UIDAI & Government Know this

— Hence, their motives are evil

 UID does NOT give an Identity

— It allocates numbers to people & creates a
database with these

\
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Summary - 2

 The database is linked using the numbers

allocated to people to ALL other national
databases

* Foreign private firms — Biometric Service
Providers (BSPs) are not only given access to
ALL data, but are contractually allowed to
use, transfer, store & link data to individuals
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Summary - 3

* UIDAI & government hide this information
from people

* Hence, the UID Scheme is deceitful

26
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Resources

* Biometrics — The Difference Engine — Dubious Security <
http://www.economist.com/blogs/babbage/2010/10/biometrics >

e |D Cards are the Ultimate Identity Theft <
https://www.google.co.in/webhp?sourceid=chrome-
instant&ion=1&espv=2&ie=UTF-
8#a=id%20cards%20are%20the%20ultimate%20identity%20theft
>

* The identity project : an assessment of the UK Identity Cards Bill
and it's implications
* < http://eprints.lse.ac.uk/684/ >
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- My Contact Info

Name & Item Contact information

Mathew Mathew.111938@gmail.com
Mobile +919880000401; +919449020401
Website www.thefifthestateworld.com
Web Mail info@thefifthestateworld.com

AFTH g,
S,

Monday, August 1, 2016 The Fifth Estate < " _ )8
() e ity Estate



mailto:info@company.com

THANK YOU
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